LESSON 4

PRACTICE EXERCISE

(PERFORMANCE-ORIENTED)

TASK:
Use the DRYAD Numeral Cipher/Authentication System.



CONDITIONS:
Given Lesson 4 material, pencil, paper, and without supervision.



STANDARDS:
Demonstrate competency of the task skills and knowledge by correctly responding to 70 percent of the multiple-choice test covering the use of the DRYAD system.

INSTRUCTIONS:

In each of the following questions, SELECT the one answer which BEST completes the statement or answers the question. Indicate your response by circling the correct letter below.

1.  To prevent the enemy from gaining information from our transmissions or from using the transmission against us, we must follow

a.  the EFFI list.

b.  TRANSEC instructions.

c.  pyrotechnic signals.

d.  the index.

2.  The operations code item provides ____________________ instructions to be used with authorized/issued OPCODEs.

a.  COMSEC

b.  plaintext

c.  encryption-decryption

d.  authentication

Use Figures 17 and 19 to answer questions 3, 4, 5, and 6.

3.  There are ___________ authorized methods of authentication.

a.  one

b.  two

c.  three

d.  four

4.  The correct response to AUTHENTICATE HOTEL DELTA is

a.  I authenticate LIMA.

b.  I authenticate FOXTROT.

c.  I authenticate HOTEL.

d.  I authenticate TANGO.

5.  The 123d Signal Battalion is assigned transmission authentication column number 33.  The first transmission authentication used would be

a.  CU.

b.  OG.

c.  KC.

d.  QK.

6.  Who is normally responsible for initiating the challenge and reply method of authentication?

a.  The called station.

b.  The calling station.

c.  The NCS.

d.  Every station in the net.
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